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In one embodiment, a mobile device performs an over-the-air
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integrity of the data is maintained by checking a hash value of
the downloaded system image.

20 Claims, 7 Drawing Sheets

e
fr————1

USER
PROFILE
DB

e
e A

120 121 122

EVENTDB [ | / /
S | [ svstEm NETWORK CLEENT
——— FRONT END CLOUD

PRIVACY | |

POLICY
DB

——
o

LOCATION | 122
DB

i coo

S

o oo |@



US 9,183,393 B2

Page 2
(56) References Cited 2012/0102477 Al* 4/2012 Kimetal. ....ccooverrnnen 717/169
2012/0144383 Al* 6/2012 Mishraetal. .... . 717173
U.S. PATENT DOCUMENTS 2012/0230254 Al* 9/2012 Otamendi et al. ... 370/328
2012/0291021 Al* 11/2012 Banerjee et al. .............. 717/173
2008/0168435 Al*  7/2008 Tupmanetal. ............... 717/173 2013/0024696 Al* 1/2013 Rudelic .....ccccovvvvrennene 713/176
2008/0222368 Al* 9/2008 Gehrmann ...... T11/152 2013/0067449 Al* 3/2013 Sannidhanametal. ..... 717/170
2008/0235665 Al* 9/2008 Sridhar et al. L T717/120 2013/0111455 Al* 5/2013 Lietal. ............... . 717/169
2009/0235246 Al* 9/2009 Sealetal. ... o TITT3 2014/0033193 Al*  1/2014 Palaniappan ............... 717173
2010/0130253 Al* 5/2010 Troster et al. ... 455/557
2010/0275026 Al* 102010 McLean ... . 713/176 OTHER PUBLICATIONS
2010/0325622 Al* 12/2010 Morton ........ ... 717/168 .
2012/0030665 Al* 2/2012 Mccarthy et al. L 717/171 USs. Appl No. 13/349,137, filed Jan. 12, 2012, Djabarov.
2012/0036665 Al* 2/2012 Cho .............. .. 15/167.1
2012/0084438 Al* 4/2012 Raleighetal. ................ 709/224 * cited by examiner



U.S. Patent

101~

102~

103

104

S

USER
PROFILE
DB

R
< >
EVENT DB
N —se

S

PRIVACY
POLICY

DB
~—

S
LOCATION

/N

Nov. 10, 2015 Sheet 1 of 7 US 9,183,393 B2
131 123
121 4
~ UPDATE
SERVER
. NETWORK
CLOUD
(0)
PAYLOAD
/ SERVER
132 N
124
FIG. 14
120 121 122
/ /
SYSTEM NETWORK
| FRONT END CLOUD CLIENT

DB
~————

FIG.

122

o
]
o

1B



U.S. Patent Nov. 10, 2015 Sheet 2 of 7 US 9,183,393 B2

200

\

FLASH MEMORY

201~ BOOTLOADER

202~ RECOVERY SYSTEM MANIFEST

203~ RECOVERY SYSTEM | -204
SYSTEM IMAGE DATA

205~ MANIFEST

SYSTEM SYSTEM
20671 IMAGE #1 IMAGE #2 [™-207

USER DATA
208

FIG. 24

210 BEGIN OTA
UPDATE
'

220~ REQUEST UPDATE WHILE
ON ACTIVE SYSTEM IMAGE

!

930--|  RECEIVE MANIFEST

!

DOWNLOAD UPDATE TO
240-" INACTIVE SYSTEM IMAGE

REBOOT TO
250 UPDATED IMAGE

FIG. 2B




U.S. Patent Nov. 10, 2015 Sheet 3 of 7 US 9,183,393 B2

CLIENT DEVICE 122 UPDATE SERVER 120

30~ BEGIN OTA UPDATE

!

302~ POLL SERVER

UPDATE

304
\ AVAIL?

TRANSMIT
COMMAND
| VALIDATE REQUEST |-—30%

!

GENERATE MANIFEST |—306

Y

bo
NOTHING

v

307~ RECEIVE MANIFEST

] e —— -

308a—" REQUEST PAYLOAD PAYLOAD SERVER 124

RECEIVE PAYLOAD
REQUEST ™-308b

!

BEGIN RESUMABLE
DOWNLOAD ~-308c

Y

COMPLETE PAYLOAD
308d-71  DOWNLOAD

!

309~ REBOOT SYSTEM

A A

END

FIG. 3



U.S. Patent

Nov. 10, 2015

( START )
!

401~

ACCESS MANIFEST
POLICIES

!

402~

BEGIN PAYLOAD
DOWNLOAD PURSUANT
TO MANIFEST POLICY

\

y

403~

DOWNLOAD NEXT
PAYLOAD BLOCK

DOWNLOAD
COMPLETE?

YES

Sheet 4 of 7

US 9,183,393 B2

y

\

405

VERIFY HASH KEY

NO

HASH
CORRECT?

(BOOT PROCESS )

FIG. 4

HASH NO
CORRV
YVES
\ J \
WRITE TO FLASH IDENTIFY BAD BLOCKS |\_ 05
408 (INACTIVE SYSTEM )
PARTITION)
REDOWNLOAD
! BAD BLOCKS  [™407
4091 VERIFY HASH KEY |




U.S. Patent Nov. 10, 2015 Sheet 5 of 7 US 9,183,393 B2

BEGIN BOOT
PROCESS

SYSTEM CHIP VERIFIES | ~501
BOOTLOADER

!

BOOTLOADER | _~502
GAINS CONTROL

!

READ MANIFEST ~ |~503

!

VERIFY MANIFEST
SIGNATURES ~-504

!

CHECK SYSTEM IMAGE
HASH AGAINST MANIFEST [ 905

!

SYSTEM KERNEL
TAKES CONTROL ™~-506

FIG. 5 COMPUTING
PLATFORM
’gJZ
916~ WIRELESS COMMUNICATION
SUBSYSTEMS
906~I memory |4
INPUT
918~] SENSOR | | - outpur 910
SUBSYSTEMS CONTROLLER SUBSYSTEM
904
WIRED | | AuDIO
920~ COMMUNICATION — SUBSYSTEM | -912
SUBSYSTEM
POWER CAMERA
932" SOURCE SUBSYSTEM[™-914

FIG. 9



U.S. Patent

Nov. 10, 2015 Sheet 6 of 7 US 9,183,393 B2
600 607
MOBILE CHIP e
FUSES 601 ! FACTORY FLOOR )
Serial Number : :
1
601b 63 n I 607a |
BOOT ROM \ 610 | 4 :
Serial Number ! | , , I
602 Signature | SerialNumberKey.private I
- | 1
601¢c : :
\ 1 |
BootloaderKey.pub l :
\ /
_____________ ”
501~ ~501a 608
FLASH ! 611 II SECURE LOCATION \
[
’ Bootloader Signature 2 : BootloaderKey.private :
4 | \ 1
6032 BOOTLOADER : 608a :
UniversalManifestKey.pub I |
PerDeviceManifestKey.pub ~—503 : :
| 608b :
/ Y : / |
. . I
603 U"'Vgrize::a':ﬁfg'f%t 6043 |« S : UniversalManifestKey.private :
/— \ 7
503a— Manifest 604b 612 N e -7
502 | System Image SHA1 ,/’ _____ S _EI;/ER _____ \\‘
| 1
Serial Number PerDeviceManifestKey.private | |
0] PerDeviceManifest Signat 6183 | \ |
erDeviceManifest Signature |
604d—"" o 609 |
|
SYSTEM IMAGE (FIRMWARE) : SerialNumberKey.private :
\ 7
LINUXKERNEL [ | | — S======——- L -
609
606
506'/" \ 605 200 — execution flow
APPLICATIONS — security check

FIG. 6



U.S. Patent Nov. 10, 2015 Sheet 7 of 7 US 9,183,393 B2

700
750 ¥
o strvir 720
° 750

750
750

730~ cLent server 720

730~ CLIENT SERVER |~ 720

o
-]
]

CLIENT
WEB
FIG. 7 BROWSER | [™\.730
’
732
800
. P
COMPUTER SYSTEM
812\A

procESsoR | 802

MEMory |~ 804

I/0 INTERFACE

e
e
l«—>| sToRAGE |- 806
e
e

COMMUNICATION
INTERFACE  [810

FIG.8 o« __




US 9,183,393 B2

1
MULTIPLE SYSTEM IMAGES FOR
OVER-THE-AIR UPDATES

TECHNICAL FIELD

The present disclosure relates generally to over-the-air
software updates.

BACKGROUND

Mobile devices possessing wireless data connectivity to
public IP networks, otherwise known as the Internet, have
become prevalent in recent times. Mobile devices include
system software, or firmware that may need updating or
reprogramming to remedy security exploits, bugs, and to
support new features. Mobile devices commonly support
OTA (over the air) programming, or FOTA (firmware over the
air). It is used for upgrades to mobile phones and PDAs. The
feature goes by several names including “software update”,
“firmware update” or “device management.” Originally, firm-
ware updates required visiting a specific service center, every
mobile brand having their own. Another method has been
upgrading by connecting the mobile device viaa cableto aPC
(personal computer). Both these methods are considered
inconvenient by consumers and also depend heavily on con-
sumers to seek out the upgrade, and therefore the majority of
mobile phone manufacturers and operators have now adopted
FOTA technology for their handsets. If the mobile device has
FOTA capability, the user can instead download the firmware
upgrade over the air directly from his or her mobile device.
FOTA also allows manufacturers and operators to “push out”
firmware upgrades to ensure that mobile consumers have the
latest software improvements, which helps reduce customer
support costs and increase consumer satisfaction.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1A illustrates an example network environment facili-
tating a FOTA operation.

FIG. 1B illustrates an example network environment of a
social networking system.

FIG. 2A illustrates an example partitioning of memory to
support a background OTA firmware update.

FIG. 2B illustrates an example method of performing an
OTA firmware update.

FIG. 3 an example method of receiving a manifest for
performing a FOTA operation.

FIG. 4 illustrates an example method of performing a
resumable download of firmware during an FOTA operation.

FIG. 5 illustrates an example method of booting a mobile
device with newly-downloaded firmware.

FIG. 6 illustrates the software execution and security
checks involved in the boot process of FIG. 5.

FIG. 7 illustrates an example network environment.

FIG. 8 illustrates an example computer system.

FIG. 9 illustrates an example mobile device platform.

DETAILED DESCRIPTION

Particular embodiments are now described in detail with
reference to a few embodiments thereof as illustrated in the
accompanying drawings. In the following description,
numerous specific details are set forth in order to provide a
thorough understanding of the present disclosure. It is appar-
ent, however, to one skilled in the art, that the present disclo-
sure may be practiced without some or all of these specific
details. In other instances, well known process steps and/or
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structures have not been described in detail in order not to
unnecessarily obscure the present disclosure. In addition,
while the disclosure is described in conjunction with the
particular embodiments, it should be understood that this
description is not intended to limit the disclosure to the
described embodiments. To the contrary, the description is
intended to cover alternatives, modifications, and equivalents
as may be included within the spirit and scope of the disclo-
sure as defined by the appended claims.

FIG. 1A illustrates an example network environment in
which data may be transmitted from a server to a mobile
device. In particular embodiments, update update server 120
may communicate with mobile device 122 and transmit data
to mobile device 122 through network cloud 121. Update
server 120 may comprise one or more computers or comput-
ing devices. In particular embodiments, update server 120
may be operably connected to payload server 124. Update
server 120 and payload server 124 may be operable to deliver,
alone or in conjunction, an OTA update of any suitable soft-
ware application to mobile device 122.

Network cloud 121 generally represents a network or col-
lection of networks (such as the Internet, a corporate intranet,
a virtual private network, a local area network, a wireless
local area network, a cellular network, a wide area network, a
metropolitan area network, or a combination of two or more
such networks) over which update server 120 may commu-
nicate with mobile device 122.

Mobile device 122 is generally a portable computer or
computing device including functionality for communicating
(e.g., remotely) over a network. For example, mobile device
122 can be a mobile phone, a tablet computer, a laptop com-
puter, a handheld game console, an electronic book reader, or
any other suitable portable devices. Mobile device 122 may
execute one or more client applications, such as a web
browser (e.g., Microsoft Windows Internet Explorer, Mozilla
Firefox, Apple Safari, Google Chrome, and Opera, etc.) or
special-purpose client application (e.g., Microsoft Outlook,
Facebook for iPhone, etc.), to access and view content and
messages transmitted from update server 120 over network
cloud 121. In particular embodiments, mobile device 122
may connect to network cloud 121 via a base station 131 of a
cellular network (e.g., a Global System for Mobile Commu-
nications or GSM cellular network, a Long Term Evolution or
LTE network). In particular embodiments, mobile device 122
may connect to network cloud 121 via a wireless access point
132 of a WI-FI network.

In particular embodiments, mobile device 122 may con-
nect to a social networking system through network cloud
121. A social networking system, such as a social networking
website, enables its users to interact with it, and with each
other through, the system. Typically, to become a registered
user of a social networking system, an entity, either human or
non-human, registers for an account with the social network-
ing system. Thereafter, the registered user may log into the
social networking system via an account by providing, for
example, a correct login ID or username and password. As
used herein, a “user” may be an individual (human user), an
entity (e.g., an enterprise, business, or third party applica-
tion), or a group (e.g., of individuals or entities) that interacts
or communicates with or over such a social network environ-
ment.

When a user registers for an account with a social network-
ing system, the social networking system may create and
store a record, often referred to as a “user profile”, in connec-
tion with the user. The user profile may include information
provided by the user and information gathered by various
systems, including the social networking system, relating to
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activities or actions of the user. For example, the user may
provide his name, profile picture, contact information, birth
date, gender, marital status, family status, employment, edu-
cation background, preferences, interests, and other demo-
graphical information to be included in his user profile. The
user may identify other users of the social networking system
that the user considers to be his friends. A list of the user’s
friends or first degree contacts may be included in the user’s
profile. Connections in social networking systems may be in
both directions or may be in just one direction. For example,
if Bob and Joe are both users and connect with each another,
Bob and Joe are each connections of the other. If, on the other
hand, Bob wishes to connect to Sam to view Sam’s posted
content items, but Sam does not choose to connect to Bob, a
one-way connection may be formed where Sam is Bob’s
connection, but Bob is not Sam’s connection. Some embodi-
ments of a social networking system allow the connection to
be indirect via one or more levels of connections (e.g., friends
offriends). Connections may be added explicitly by a user, for
example, the user selecting a particular other user to be a
friend, or automatically created by the social networking
system based on common characteristics of the users (e.g.,
users who are alumni of the same educational institution).
The user may identify or bookmark websites or web pages he
visits frequently and these websites or web pages may be
included in the user’s profile.

The user may provide information relating to various
aspects of the user (such as contact information and interests)
at the time the user registers for an account or at a later time.
The user may also update his or her profile information at any
time. For example, when the user moves, or changes a phone
number, he may update his contact information. Additionally,
the user’s interests may change as time passes, and the user
may update his interests in his profile from time to time. A
user’s activities on the social networking system, such as
frequency of accessing particular information on the system,
may also provide information that may be included in the
user’s profile. Again, such information may be updated from
time to time to reflect the user’s most-recent activities. Still
further, other users or so-called friends or contacts of the user
may also perform activities that affect or cause updates to a
user’s profile. For example, a contact may add the user as a
friend (or remove the user as a friend). A contact may also
write messages to the user’s profile pages—typically known
as wall-posts. A user may also input status messages that get
posted to the user’s profile page.

A social network system may maintain social graph infor-
mation, which can generally model the relationships among
groups of individuals, and may include relationships ranging
from casual acquaintances to close familial bonds. A social
network may be represented using a graph structure. Each
node of the graph corresponds to a member of the social
network. Edges connecting two nodes represent a relation-
ship between two users. In addition, the degree of separation
between any two nodes is defined as the minimum number of
hops required to traverse the graph from one node to the other.
A degree of separation between two users can be considered
a measure of relatedness between the two users represented
by the nodes in the graph.

A social networking system may support a variety of appli-
cations, such as photo sharing, on-line calendars and events.
For example, the social networking system may also include
media sharing capabilities. For example, the social network-
ing system may allow users to post photographs and other
multimedia files to a user’s profile, such as in a wall post or in
aphoto album, both of which may be accessible to other users
of the social networking system. Social networking system
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may also allow users to configure events. For example, a first
user may configure an event with attributes including time
and date of the event, location of the event and other users
invited to the event. The invited users may receive invitations
to the event and respond (such as by accepting the invitation
or declining it). Furthermore, social networking system may
allow users to maintain a personal calendar. Similarly to
events, the calendar entries may include times, dates, loca-
tions and identities of other users.

The social networking system may also support a privacy
model. A user may or may not wish to share his information
with other users or third-party applications, or a user may
wish to share his information only with specific users or
third-party applications. A user may control whether his
information is shared with other users or third-party applica-
tions through privacy settings associated with his user profile.
For example, a user may select a privacy setting for each user
datum associated with the user and/or select settings that
apply globally or to categories or types of user profile infor-
mation. A privacy setting defines, or identifies, the set of
entities (e.g., other users, connections of the user, friends of
friends, or third party application) that may have access to the
user datum. The privacy setting may be specified on various
levels of granularity, such as by specitying particular entities
in the social network (e.g., other users), predefined groups of
the user’s connections, a particular type of connections, all of
the user’s connections, all first-degree connections of the
user’s connections, the entire social network, or even the
entire Internet (e.g., to make the posted content item index-
able and searchable on the Internet). A user may choose a
default privacy setting for all user data that is to be posted.
Additionally, a user may specifically exclude certain entities
from viewing a user datum or a particular type of user data.

Social networking system may maintain a database of
information relating to geographic locations or places. Places
may correspond to various physical locations, such as restau-
rants, bars, train stations, airports and the like. Some places
may correspond to larger regions that themselves contain
places—such as a restaurant or a gate location in an airport. In
one implementation, each place can be maintained as a hub
node in a social graph or other data structure maintained by
the social networking system.

FIG. 1B illustrates an example social networking system.
In particular embodiments, the social networking system may
store user profile data and social graph information in user
profile database 101. In particular embodiments, the social
networking system may store user event data in event data-
base 102. For example, a user may register a new event by
accessing a client application to define an event name, a time
and a location, and cause the newly created event to be stored
in event database 102. In particular embodiments, the social
networking system may store user privacy policy data in
privacy policy database 103. In particular embodiments, the
social networking system may store geographic and location
data in location database 104. In particular embodiments,
databases 101, 102, 103, and 104 may be operably connected
to the social networking system’s front end. In particular
embodiments, the front end 120 may interact with client
device 122 through network cloud 121. Client device 122 is
generally a computer or computing device including func-
tionality for communicating (e.g., remotely) over a computer
network. Client device 122 may be a desktop computer, lap-
top computer, personal digital assistant (PDA), in- or out-of-
car navigation system, smart phone or other cellular or mobile
phone, or mobile gaming device, among other suitable com-
puting devices. Client device 122 may execute one or more
client applications, such as a web browser (e.g., Microsoft
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Windows Internet Explorer, Mozilla Firefox, Apple Safari,
Google Chrome, and Opera, etc.) or special-purpose client
application (e.g., Facebook for iPhone, etc.), to access and
view content over a computer network. Front end 120 may
include web or HTTP server functionality, as well as other
functionality, to allow users to access the social networking
system. Network cloud 121 generally represents a network or
collection of networks (such as the Internet or a corporate
intranet, or a combination of both) over which client devices
122 may access the social network system.

In particular embodiments, location database 104 may
store an information base of places, where each place
includes a name, a geographic location and meta information
(such as the user that initially created the place, reviews,
comments, check-in activity data, and the like). Places may be
created by administrators of the system and/or created by
users of the system. For example, a user may register a new
place by accessing a client application to define a place name
and provide a geographic location and cause the newly cre-
ated place to be registered in location database 104. As dis-
cussed above, a created place may correspond to a hub node,
which an administrator can claim for purposes of augmenting
the information about the place and for creating ads or other
offers to be delivered to users. In particular embodiments,
system front end 120 may construct and serve a web page of
a place, as requested by a user. In some embodiments, a web
page of a place may include selectable components for a user
to “like” the place or check in to the place. In particular
embodiments, location database 104 may store geo-location
data identifying a real-world geographic location of a user
associated with a check-in.

While mobile device 122 may access the social networking
system through a mobile web browser resident on mobile
device 122, in particular embodiments, mobile device 122
may run a special piece of application software installed in the
memory of mobile device 122 to connect to the social net-
working system. In particular embodiments, the specialized
social networking application may maintain a persistent TCP/
IP connection with the social networking system in order to
send and receive updates from mobile device 122 to the social
networking system. In particular embodiments, the firmware
of mobile device 122 itself may be provided by the social
networking system. While this disclosure describes updating
system firmware provided by a social networking system, this
disclosure is applicable to any type of firmware or software
OTA update.

Security is of eminent concern in firmware, and to a lesser
extent, software application updates. Generally, firmware or
software application publishers push new versions of their
software/firmware to users in response to correcting a bug or
fixing a software exploit that allows users or third-parties to
compromise the device or the system. For example, the firm-
ware/software publisher may update their software to elimi-
nate a particular software exploit or attack, such as an eaves-
dropping or man-in-the-middle exploit. However, generally
when a new update is announced, the exploit becomes public.
Thus, there is a risk that malicious users may harvest software
updates, downgrade their particular mobile device, and com-
promise the overall system.

FIG. 2A illustrates an example storage area 200 of mobile
device 122. In particular embodiments, storage area 200 is
solid-state flash memory, but this disclosure contemplates
any suitable storage media. Flash memory 200 is partitioned
into a plurality of discrete blocks. Bootloader partition 201
stores a dedicated application program executed by the sys-
tem chip of mobile device 122 to begin the booting sequence
to load the system image into RAM. In particular embodi-
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6

ments, the bootloader application may be digitally signed by
a private key for security purposes. In particular embodi-
ments, bootloader partition 201 may include multiple replicas
of the bootloader application for flash safety; if one page of
memory in which the bootloader application sits is corrupted,
mobile device 122 may load one of the copies of the boot-
loader application.

As will be discussed further, booting to a particular system
image requires a signed an authenticated manifest. Flash
memory 200 includes a recovery manifest partition 202 that is
necessary for booting to recovery system image partition 203.
In particular embodiments, recovery manifest partition 202 is
digitally signed with both a universal manifest key and a
device specific manifest key for authentication and security
purposes. In particular embodiments, recovery manifest 202
includes device 122’s unique serial number. In particular
embodiments, the serial number in manifest stored in mani-
fest partition 202 is signed by a serial number key. The various
keys permit the bootloader to verify that the recovery mani-
fest stored in manifest partition 202 comes from a trusted
source, and is not third-party code for purposes of exploiting
security flaws. For instance, absent any security updates, a
user may overwrite recovery system image in recovery sys-
tem image partition 203 with a custom ROM, and corrupt the
other system images or manifests, forcing mobile device 122
to boot to a third-party ROM.

Recovery system image partition 203 stores the system
image, or firmware, that shipped from the factory floor with
mobile device 122. In particular embodiments, recovery sys-
tem image partition 203 is used when the device’s other
system image partitions 206 and 207 have been corrupted, so
that mobile device 122 may revert back to factory settings if
the device has been bricked.

Manifest partition 205 stores a manifest that is critical for
booting to a system image written in system image partition
#1 (206) or system image partition #2 (207). Because data
corruption of the manifest may result in being unable to boot
to either system image, in particular embodiments, flash
memory 200 may include multiple copies of the manifest in
manifest partition 205. In particular embodiments, the mani-
fest is signed with a universal manifest private key and per
device manifest private key.

Flash memory includes system image partitions 1 and 2
(206 and 207) for storing system firmware. At any given
moment, only one system image is running (the “active
image”), and the other image is free for updating (the “inac-
tive image”). Thus, mobile device may run active image 1
while updating inactive image 2 and reboot to image 2, there-
fore making image 2 the active image. In such a manner,
mobile device 122 “ping-pongs” between the two system
images. The overall update process is described in further
detail with respect to FIG. 2A.

Flash memory 200 also includes writable user data parti-
tion 208 for storing applications, media, and other user data,
and unwritable system data partition 204 for maintaining
operating system settings and other necessary files.

FIG. 2B illustrates an example high-level method for per-
forming an OTA firmware update using the memory configu-
ration of FIG. 2A. At Step 210, mobile device 122 begins the
OTA update process. Subsequently, at Step 220, mobile
device 122, while still running on the active system image, for
example, system image #1 (206), requests an update from a
third-party. At Step 230, mobile device 122 receives an OTA
manifest for the update, and writes it to manifest partition
205. At Step 240, mobile device 122 downloads the updated
firmware and writes it to the inactive system image; in this
example, system image #2 (207). Finally, to complete the
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update process, mobile device 122 reboots to the updated
image (system image #2) at Step 250. The downloading ofthe
manifest, downloading of the payload, and booting of the
system are described in further detail with regard to FIGS. 3,
4, and 5/6, respectively.

FIG. 3 illustrates an example method of updating system
firmware resident on client device 122 via an update server
120 and payload server 124. As previously discussed, update
server 120 may be a separate server from payload server 124.
In particular embodiments, update server 120 and payload
server 124 may be the same server or servers. This disclosure
contemplates any suitable hardware configuration for update
server 120 and payload server 124.

At Step 301, the OTA update process begins. In particular
embodiments, the OTA update process may be triggered
based on the expiration of a periodic timer, such as once a day.
In particular embodiments, the social networking system,
software provider, or carrier may trigger the OTA update
process by transmitting an out-of-band message instructing
mobile device 122 to begin the OTA process. In particular
embodiments, the out of band message may be via the short-
message service (SMS) in the form of a text or MMS mes-
sage. In particular embodiments, the out of band message
may be via the SMS in the form of a notification. In particular
embodiments, the out of band message may be a wireless
access protocol (WAP) push over the carrier SMS channel. In
particular embodiments, the out of band message may be a
data message through the packet switched core network of the
carrier of mobile device 122. In particular embodiments, the
out of band message may be a notification pushed from the
social networking system via a persistent TCP/IP connection
with mobile device 122. In particular embodiments, the per-
sistent TCP/IP connection is a VPN tunnel. In particular
embodiments, the OTA update process is triggered by user
action, such as selecting an “update device” option from the
user interface of mobile device 122. This disclosure contem-
plates any suitable means of triggering the OTA update pro-
cess.

At Step 302, mobile device 122 polls update server 120 to
check if a new firmware update is available by sending a
request to the URL or IP address of update server 120. In
particular embodiments, the request may be in the form of an
HTTP POST request. In particular embodiments, the request
may be an HTTPS POST. In particular embodiments, the
request may include the time of the request for security pur-
poses, such as to prevent a malicious user from requesting
older versions of the firmware. In particular embodiments, the
request may include an identifier for the particular hardware
platform of mobile device 122. In particular embodiments,
the request may include the current software (or “system”)
version running on mobile device 122, again to prevent a
malicious user from hoarding or harvesting previous updates.
In particular embodiments, the request may include the
update time in order to protect against man-in-the-middle
attacks; increased or abnormally long latency may indicate
the presence of a malicious third-party.

In particular embodiments, update server 120 generates a
unique firmware OTA manifest for each mobile device 122
based on its unique serial number. In order to verity the
authenticity of the serial number of mobile device 122,
mobile devices 122 making a request to update server 120
may, in particular embodiments, digitally sign the request via
asymmetric key algorithms. In particular embodiments, when
mobile device 122 is manufactured, the device manufacturer
may burn a serial number private key into the ROM or fuses of
mobile device 122, so that mobile device 122 may digitally
sign transmissions to third-parties having the matching serial

10

15

20

25

30

35

40

45

50

55

60

8

number public key. In particular embodiments, the serial
number private key is unique to each device. In particular
embodiments, the serial number key is universal to all
devices, but mobile device 122 and update server 120 main-
tain public and private keys unique to each device. Thus, in
such embodiments, a third-party may detect a device spoofing
a particular serial number, because the device cannot sign
requests with a correct serial number private key. In particular
embodiments, the device serial number is burned into the
fuses or ROM of mobile device 122, and as such, a user
cannot alter the device’s serial number.

For didactic purposes, an example request message is pro-
vided below:

POST https://device.facebook.com/update?
time=1309272392&
hardware-version=g1d030a7&
device-serial-number=355266040148288&
system-version=1.03&
update-time=1307491710&
previous-system-version=1.01&
update-check-trigger=device/facebook-push/user-ui/recov-
ery-mode&

development=0&
hmac=facdd9a635a1e402a83810824d8c65¢

In the above example, the hmac (hash-based message
authentication code) value is generated by a particular cryp-
tographic hash function in conjunction with the serial number
private key. In particular embodiments, the hash function is
MDS or SHA-1. Methods of verifying data integrity and
authenticity are well-known in the art, and this disclosure
contemplates any suitable method of verifying the authentic-
ity of a request.

At Step 303, update server 120 receives the request from
mobile device 122. In particular embodiments, update server
120 checks the system-version value transmitted in the
request. If this value matches the most recent version avail-
able, at Step 304, update server 120 transmits a value in
response to the HTTPS POST request, for example “302”,
that indicates that mobile device 122 has the most up-to-date
software, and should do nothing. Mobile device 122, upon
receiving the response, terminates the OTA process.

In particular embodiments, update server 120 may be busy
due to network congestion, technical difficulties, or other
unforeseen issues, and may issue a response to the HI'TPS
POST request, for example, “400”, indicating that mobile
device 122 should try again later. In such embodiments,
mobile device 122 may wait a predetermined amount of time,
for example one hour, and retransmit the HTTPS POST
request to update server 120.

If, at Step 303, update server 120 determines that a new
version for the firmware/software exists, update server 120
then validates the request at Step 304. In particular embodi-
ments, update server 120 may additionally determine at Step
303 whether mobile device 122 is allowed to obtain the
updated firmware. For example, the administrator of update
server 120 may progressively roll out firmware or software in
order to slowly address any complaints and prevent wide-
spread damage, or “bricking” of all its customers. For
example, update server 120 may roll out firmware updates
based on IP address ranges or physical locations, hardware or
system version, or based on the user’s corporate affiliation
(such as the administrator of update server 120°s own
employees). This disclosure contemplates any suitable
method of selectively rolling out a software update, and any
suitable method of determining whether a particular mobile
device 122 is scheduled or authorized for a firmware update.
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If update server 120 determines that a new update is avail-
able and, in particular embodiments, that requesting mobile
device 122 is authorized to download the update, at Step 205,
update server 120 validates the request. In particular embodi-
ments, update server 120 includes a copy of the serial number
private key of mobile device 122. In such embodiments,
update server 120 may validate the request by checking the
hmac value and device serial number. In particular embodi-
ments, update server 10 may include mobile device 122’s
serial number public key in order to validate the request. As
previously disclosed, in particular embodiments the serial
number keys may be universal to all devices. In particular
embodiments, the serial number keys are unique to each
device/serial number. This disclosure contemplates any suit-
able implementation for securely validating a request.

At Step 306, update server 120 generates a unique OTA
manifest for the update for mobile device 122. The OTA
manifest is one of two keys to keeping the OTA update pro-
cess secure; it also provides instructions to mobile device 122
for downloading the payload (the actual firmware update).
For didactic purposes, an example manifest is displayed
below:

manifest {
systemVersion: “1.02”,
payloadURL:
“http://device.update.com/99993e364706816aba3e25717850c26”,
payloadSHAL: “99993e364706816aba3e25717850¢26”,
systemSHA]1: “601f1889667efacbb33b8c12572835da”,
updaterSHAL: “2ab01a57287b40037b4cdb3bed18b8”,
downloadPolicy [
{bearer: “wifi”, battery: “charging”, bandwidthLimit:
262144},
{bearer: “3g”, time: {2200, 0600}, battery: 50},
{bearer: “3g”, state: “idle”, bandwidthLimit: 65536,

battery: 50},
1,
reboot
deadline: 1307088682,
battery: 25,
¥

deviceSerialNumber: “355263040152098”

The example manifest above includes a system version and
a URL from which mobile device 122 may download the
payload (the firmware update). In particular embodiments,
mobile device 122 downloads the payload via HTTP. In par-
ticular embodiments, mobile device 122 downloads the pay-
load via FTP. This disclosure contemplates any suitable trans-
fer protocol for downloading the payload, and any suitable
URL defining a location from which the payload may be
downloaded.

In particular embodiments, the OTA manifest includes a
series of hmac values for verifying the data integrity or
authenticating various portions of the update. In the example
above, the manifest includes hash values for the payload,
system, and updater. In particular embodiments, these hash
values may be utilized by mobile device 122 to verify data
integrity after the download of each portion of the payload,
after a complete download of the payload, and after writing
the payload to flash to ensure error-free writing. Although the
example above describes hash values generated via the SHA1
cryptographic hash function, this disclosure contemplates
any suitable cryptographic hash function, including without
limitation: MD5, GOST, HAVAL, MD2, MD4, PANAMA,
RadioGatun, RIPEMD, SHA-0, SHA-256/224, SHA-512/
384, Tiger(2), WHIRLPOOL, and the like. This disclosure
contemplates any suitable cryptographic hash function. In
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particular embodiments, the downloaded payload, system,
and updater are unsigned by update server 120 or payload
server 124 in order to reduce cryptographic calculation.

The manifest also includes a download policy, instructing
mobile device 122 when and how to download the payload. In
particular embodiments, the manifest may define the bearer
over which mobile device 122 is to download the payload, for
example WiFi, 3G, or 4G. In particular embodiments, the
manifest may define the battery state required to download
the payload, for example, charging, over 50%, etc. In particu-
lar embodiments, the manifest may control the dates and
times at which mobile device 122 may download the update.
In particular embodiments, the manifest may define the state
in which mobile device 122 must be in order to download the
update; for example, only when the device is not actively in
use. In particular embodiments, the manifest may define a
data or bandwidth limit for the download of the update; for
example, only 1 MB a day or 256 k/hour etc. In the above
example, the manifest defines three download policies: first,
mobile device 122 is permitted to download the payload when
it is on a WiFi bearer and plugged in, up to 262,144 bytes. In
the second policy, mobile device 122 is permitted to down-
load on a 3G bearer from the hours of 10 PM to 6 AM if the
battery is above 50%. In the final policy, mobile device 122 is
permitted to download over a 3G bearer when the device is
idle and has over 50% battery, up to 65 k of data. This disclo-
sure contemplates a manifest defining any suitable device or
environmental condition for downloading the payload.

In particular embodiments, the manifest defines when the
device reboots to the newly updated system image. Because
rebooting modern mobile devices is a time-consuming pro-
cess, it is preferable to reboot mobile device 122 when the
user is not actively interacting with the device, or further,
when the user is unlikely to interact with the device for a
predetermined amount of time. Thus, in particular embodi-
ments, the manifest may define that the mobile device only
reboot itself during a particular time window, for example,
from 3 AM-5 AM. In particular embodiments, the manifest
may define a battery state in the reboot conditions. For
example, the manifest may instruct mobile device 122 only to
reboot if the battery level meets some minimum threshold. In
particular embodiments, the reboot operation may be over-
ridden by user action. For example, the device may provide
the user with a prompt that states his or her device will reboot
in 10 seconds absent user intervention. This disclosure con-
templates any suitable device or environment condition
requirement for rebooting mobile device 122.

In particular embodiments, the OTA manifest also includes
the serial number for mobile device 122. Thus the portion
under the “manifest { }” block is the universal manifest,
because it is the same for all devices. As will be discussed in
further detail with reference to paragraphs 5 and 6, the system
bootloader will not load a system image unless the manifest
passes a number of checks. In particular embodiments, one
such check is to determine that the manifest serial number
matches the serial number of the mobile device.

In particular embodiments, to enhance security, the mani-
fest and appended serial number may each be signed by a
different cryptographic security key. The universal manifest
itself may be signed by a universal manifest private key stored
at the firmware developer’s secure location. Because, in such
embodiments, mobile device 122 maintains a copy of the
universal manifest public key, mobile device 122 may verify
that the manifest comes from the developer itself, rather than
a man-in-the middle. Additionally, the serial number
appended to the manifest may be signed by a number ofkeys.
In particular embodiments, the serial number may be signed
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by a private per device manifest key stored at update server
120. Because mobile device 122 maintains a public per device
manifest key, mobile device 122 may verify the identity of the
firmware developer. In particular embodiments, the serial
number appended to the universal manifest may also be
signed with a serial number private key maintained at the
update server 120. In particular embodiments, the serial num-
ber may be signed by both the private per device manifest and
serial number keys. This disclosure contemplates any suitable
method of authenticating the universal manifest and serial
number.

At Step 307, mobile device 122 receives the manifest from
update server 120 and authenticates the universal manifest
and serial number as described above. In particular embodi-
ments, it uses its UniveralManifestKey.public to authenticate
the signature on the universal manifest, and PerDeviceMani-
festKey.public and SerialNumberKey.private to authenticate
the signature on the serial number.

Having authenticated the manifest, mobile device 122 at
Step 308a requests the payload from payload server 124 by
making a request to the URL specified in the manifest. In
particular embodiments, the request is an HTTP request. In
particular embodiments, the request is an HTTP request with
range support in order to support resumable or partial down-
loading of the payload. In particular embodiments, the
request is a torrent tracker file for downloading from a plu-
rality of download servers 124. This disclosure contemplates
any suitable method of requesting and downloading the pay-
load. Steps 308a-d pertain to the downloading of the payload;
the download process is described in further detail with
respect to FIG. 4. After successfully downloading the pay-
load, at Step 309, mobile device 122 reboots the system in
accordance with the reboot instructions included in the mani-
fest.

FIG. 4 illustrates the download process of 308a-d in greater
detail. At Step 401, mobile device accesses the download
policies included in the received manifest (for example,
“DownloadPolicy[ |”). At Step 402, mobile device 122 begins
the download of the payload pursuant to the instructions in the
download policy. In particular embodiments, the payload
may be cached or hosted on a third-party server separate from
the firmware developer’s servers. In particular embodiments,
the payload may be segmented into multiple blocks of a
predetermined size, for example, 65 k. In particular embodi-
ments, mobile device 122 downloads the payload to system
data partition 204.

At Step 403, mobile device 122 begins download of the
next block. Mobile device 122 downloads blocks so long as it
meets the download policies in the manifest; if mobile device
122 meets its daily bandwidth or data limit, for example, it
stops downloading until it is able to download more data
pursuant to the download policy. At Step 404, mobile device
122 checks whether it has downloaded the complete payload
to system data partition 204. If not, the process repeats Step
403.

After downloading the entire payload, at Step 405, the
current running system in the user space checks the down-
loaded data against the hash value transmitted in the manifest.
For example, mobile device 122 may run the SHA-1 algo-
rithm on the downloaded data, and check it against the value
of payloadSHA1 received in the universal manifest. If the
values do not match, mobile device 122 knows that a down-
load error has occurred, and at Step 406, it identifies which
blocks were corrupted. In particular embodiments, each
block includes its own hash value (SHA1 or otherwise). In
such embodiments, at Step 406 mobile device 122 calculates
hash values for each downloaded block and compares it to the
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hash value downloaded with each block. In particular
embodiments, mobile device 122 performs a checksum
immediately upon downloading a block, and redownloads
any blocks whose calculated hash value does not match its
downloaded hash value. This disclosure contemplates any
suitable method of checking individual blocks and identify-
ing bad blocks of the payload.

After identifying the bad blocks, mobile device 122 then
requests from payload server 124 only the bad blocks for
re-downloading at Step 407. The process then returns to the
hack check of 405 to verify the data integrity of the entire
downloaded payload. After verifying that the hash value of
the complete payload matches the value of payloadSHA1, the
process proceeds to Step 408. In particular embodiments, the
system calls a more secure layer to perform the hash check of
Step 407 immediately prior to writing the system image to
flash memory 200.

At Step 408 mobile device 122 copies the downloaded
system image from system data partition 204 to the inactive
system image partition. Because a single bad page write onto
flash memory 200 could cause a boot failure, mobile device
122 performs one more hash check at Step 409 to verify the
data integrity of the system image written to the inactive
system image partition. In particular embodiments, the pay-
load may be in compressed format. In such embodiments,
mobile device 122 may extract the downloaded system image
to the inactive system partition. Finally, if the system image in
the inactive system image partition passes the hash check, the
system reboots pursuant to the reboot instructions of the
universal manifest and completes installation of the updated
firmware.

FIG. 5 illustrates an example method of booting a mobile
device to a newly updated system image. At Step 501, upon
powering on the device, the boot ROM in the mobile chip
validates the bootloader application signature via a public
bootloader key. In particular embodiments, the boot ROM
first reads the boot configuration table (BCT) from one of the
bootloader flash replicas, which contain the bootloader hash
and the flash block address. The boot ROM then decrypts, via
the public bootloader key, the bootloader in memory, and
verifies the bootloader hash from the BCT. In particular
embodiments, the public bootloader key is burned into the
fuses of mobile device 122 at the factory. Upon verifying the
bootloader, the chip runs the bootloader application from
bootloader partition 201.

At Step 502, the bootloader application gains execution
control, and at Step 503, the bootloader reads the manifest
from manifest partition 204. In particular embodiments, the
bootloader may obtain the manifest from any of the flash
replicas in manifest partition 204.

At Step 503, the bootloader checks the manifest signature
with the public universal manifest key (UniversalManifest-
Key.public) and the public per device manifest key (PerDe-
viceManifestKey.public). In particular embodiments, the
bootloader also verifies the serial number by using the serial
number public key.

At Step 504, the bootloader verifies the hash value of the
system image against the hash value transmitted in the mani-
fest. In particular embodiments, the bootloader may perform
multiple checksums for payloadSHAI, systemSHAI, or
updaterSHAL1. As previously described, any particular cryp-
tographic hash function may be utilized.

After verifying that the hash value of the system image
matches the manifest system image hash, at Step 506, the
system kernel gains execution control, completing the update
process.
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FIG. 6 is an alternative representation of the boot process of
FIG. 5. The thick dark arrows in FIG. 6 refer to the system
execution flow, whereas the thin arrows refer to security
checks.

Mobile device 122 leaves factory floor 607 with a number
of pieces of data burned into the fuses 601 of its mobile chip
600: serial number 601q, serial number signature 6015, and
bootloader public key 601c. These values cannot be changed
by third-party code or any modifications, because they are
physically hard-coded into the hardware of mobile chip 600.
As previously discussed, serial number 601a is central to the
security of the OTA update; it permits update server 120 to
validate any request for a OTA software download. In par-
ticular embodiments, mobile device 122 may also include a
serial number signature 6024 in its requests for OTA updates.
Because the number signature 6025 is signed at factory floor
607 via SerialNumberKey.private (check 610), it is essen-
tially impossible for a user to fake or spoofthe serial number
of mobile device 122. That is, even if the user were able to
obtain a blank mobile chip 600 and reprogram another serial
number into fuses 601, he or she would be unable to generate
serial number signature 6015, because the user lacks Serial-
NumberKey.private. BootloaderKey.public is used by boot
ROM 602 to validate bootloader signature 603a.

Bootloader signature 6034 is generated at a secure location
608, typically at the location of the firmware developer, via
BootloaderKey.private 608a (Step 611). Secure location 608
includes two private keys that are never distributed to the
public: Bootloaderkey.private and UniversalManifestKey.p-
rivate. After the firmware developer readies a firmware update
to be pushed to all devices, it attaches a signature to manifest
6045. Universal manifest signature 604q is generated by digi-
tally signing manifest 6045 with UniversalMainfiestKey.pri-
vate (check 612).

Serial number 604c¢ is appended to the universal manifest
by update server 120 during manifest generation. Serial num-
ber 604c¢ also includes a PerDeviceManifest signature 604d.
Both serial number 604¢ and PerDeviceManifest signature
604d are generated by update server 120 by digitally signing
the serial number with SerialNumberKey.private 6095 (check
613) and PerDeviceManifestKey.private 609a, respectively.

Bootloader 603 verifies universal manifest signature 604a
via UniversalManifestKey.pub in Step 503, serial number
604¢ with SerialNumberKey.pub, and per device manifest
signature 6044 with PerDeviceManifestKey.pub (Step 503a).
After the manifest has been verified, the system image is
hashed via a predetermined hash function, and checked
against the hash value in manifest 6045 (System Image
SHA1). As previously described above, the newly updated
system image or firmware 605 then takes control of mobile
device 122 (Step 506), and may load applications 606.

While the foregoing embodiments may be implemented in
a variety of network configurations, the following illustrates
an example network environment for didactic, and not limit-
ing, purposes. F1G. 7 illustrates an example network environ-
ment 700. Network environment 700 includes a network 710
coupling one or more servers 720 and one or more clients 730
to each other. Network environment 700 also includes one or
more data storage 740 linked to one or more servers 720.
Particular embodiments may be implemented in network
environment 700. For example, social networking system
frontend 120 may be written in software programs hosted by
one or more servers 720. For example, event database 102
may be stored in one or more storage 740. In particular
embodiments, network 710 is an intranet, an extranet, a vir-
tual private network (VPN), a local area network (LAN), a
wireless LAN (WLAN), a wide area network (WAN), a met-
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ropolitan area network (MAN), a portion of the Internet, or
another network 710 or a combination of two or more such
networks 710. The present disclosure contemplates any suit-
able network 710.

One or more links 750 couple a server 720 or a client 730
to network 710. In particular embodiments, one or more links
750 each includes one or more wired, wireless, or optical
links 750. In particular embodiments, one or more links 750
each includes an intranet, an extranet, a VPN, a LAN, a
WLAN, a WAN, a MAN, a portion of the Internet, or another
link 750 or a combination of two or more such links 750. The
present disclosure contemplates any suitable links 750 cou-
pling servers 720 and clients 730 to network 710.

In particular embodiments, each server 720 may be a uni-
tary server or may be a distributed server spanning multiple
computers or multiple datacenters. Servers 720 may be of
various types, such as, for example and without limitation,
web server, news server, mail server, message server, adver-
tising server, file server, application server, exchange server,
database server, or proxy server. In particular embodiments,
each server 720 may include hardware, software, or embed-
ded logic components or a combination of two or more such
components for carrying out the appropriate functionalities
implemented or supported by server 720. For example, a web
server is generally capable of hosting websites containing
web pages or particular elements of web pages. More specifi-
cally, a web server may host HTML files or other file types, or
may dynamically create or constitute files upon a request, and
communicate them to clients 730 in response to HTTP or
other requests from clients 730. A mail server is generally
capable of providing electronic mail services to various cli-
ents 730. A database server is generally capable of providing
an interface for managing data stored in one or more data
stores.

In particular embodiments, one or more data storages 740
may be communicatively linked to one or more servers 720
via one or more links 750. In particular embodiments, data
storages 740 may be used to store various types of informa-
tion. In particular embodiments, the information stored in
data storages 740 may be organized according to specific data
structures. In particular embodiment, each data storage 740
may be a relational database. Particular embodiments may
provide interfaces that enable servers 720 or clients 730 to
manage, e.g., retrieve, modify, add, or delete, the information
stored in data storage 740.

In particular embodiments, each client 730 may be an
electronic device including hardware, software, or embedded
logic components or a combination of two or more such
components and capable of carrying out the appropriate func-
tions implemented or supported by client 730. For example
and without limitation, a client 730 may be a desktop com-
puter system, a notebook computer system, a netbook com-
puter system, a handheld electronic device, or a mobile tele-
phone. The present disclosure contemplates any suitable
clients 730. A client 730 may enable a network user at client
730 to access network 730. A client 730 may enable its user to
communicate with other users at other clients 730.

A client 730 may have a web browser 732, such as
MICROSOFT INTERNET EXPLORER, GOOGLE
CHROME or MOZILLA FIREFOX, and may have one or
more add-ons, plug-ins, or other extensions, such as TOOL-
BAR or YAHOO TOOLBAR. A user at client 730 may enter
a Uniform Resource Locator (URL) or other address direct-
ing the web browser 732 to a server 720, and the web browser
732 may generate a Hyper Text Transfer Protocol (HTTP)
request and communicate the HTTP request to server 720.
Server 720 may accept the HT TP request and communicate to



US 9,183,393 B2

15

client 730 one or more Hyper Text Markup Language
(HTML) files responsive to the HTTP request. Client 730
may render a web page based on the HTML files from server
720 for presentation to the user. The present disclosure con-
templates any suitable web page files. As an example and not
by way of limitation, web pages may render from HTML
files, Extensible Hyper Text Markup Language (XHTML)
files, or Extensible Markup Language (XML) files, according
to particular needs. Such pages may also execute scripts such
as, for example and without limitation, those written in JAVA-
SCRIPT, JAVA, MICROSOFT SILVERLIGHT, combina-
tions of markup language and scripts such as AJAX (Asyn-
chronous JAVASCRIPT and XML), and the like. Herein,
reference to a web page encompasses one or more corre-
sponding web page files (which a browser may use to render
the web page) and vice versa, where appropriate.

FIG. 8 illustrates an example computer system 800, which
may be used with some embodiments of the present disclo-
sure. This disclosure contemplates any suitable number of
computer systems 800. This disclosure contemplates com-
puter system 800 taking any suitable physical form. As
example and not by way of limitation, computer system 800
may be an embedded computer system, a system-on-chip
(SOC), a single-board computer system (SBC) (such as, for
example, a computer-on-module (COM) or system-on-mod-
ule (SOM)), a desktop computer system, a laptop or notebook
computer system, an interactive kiosk, a mainframe, a mesh
of computer systems, a mobile telephone, a personal digital
assistant (PDA), a server, or a combination of two or more of
these. Where appropriate, computer system 800 may include
one or more computer systems 800; be unitary or distributed;
span multiple locations; span multiple machines; or reside in
acloud, which may include one or more cloud components in
one or more networks. Where appropriate, one or more com-
puter systems 800 may perform without substantial spatial or
temporal limitation one or more steps of one or more methods
described or illustrated herein. As an example and not by way
of limitation, one or more computer systems 800 may per-
form in real time or in batch mode one or more steps of one or
more methods described or illustrated herein. One or more
computer systems 800 may perform at different times or at
different locations one or more steps of one or more methods
described or illustrated herein, where appropriate.

In particular embodiments, computer system 800 includes
a processor 802, memory 804, storage 806, an input/output
(I/O) interface 808, a communication interface 810, and a bus
812. Although this disclosure describes and illustrates a par-
ticular computer system having a particular number of par-
ticular components in a particular arrangement, this disclo-
sure contemplates any suitable computer system having any
suitable number of any suitable components in any suitable
arrangement.

In particular embodiments, processor 802 includes hard-
ware for executing instructions, such as those making up a
computer program. As an example and not by way of limita-
tion, to execute instructions, processor 802 may retrieve (or
fetch) the instructions from an internal register, an internal
cache, memory 804, or storage 806; decode and execute
them; and then write one or more results to an internal regis-
ter, an internal cache, memory 804, or storage 806. In par-
ticular embodiments, processor 802 may include one or more
internal caches for data, instructions, or addresses. The
present disclosure contemplates processor 802 including any
suitable number of any suitable internal caches, where appro-
priate. As an example and not by way of limitation, processor
802 may include one or more instruction caches, one or more
data caches, and one or more translation look-aside buffers
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(TLBs). Instructions in the instruction caches may be copies
ofinstructions in memory 804 or storage 806, and the instruc-
tion caches may speed up retrieval of those instructions by
processor 802. Data in the data caches may be copies of data
in memory 804 or storage 806 for instructions executing at
processor 802 to operate on; the results of previous instruc-
tions executed at processor 802 for access by subsequent
instructions executing at processor 802 or for writing to
memory 804 or storage 806; or other suitable data. The data
caches may speed up read or write operations by processor
802. The TLBs may speed up virtual-address translation for
processor 802. In particular embodiments, processor 802 may
include one or more internal registers for data, instructions, or
addresses. The present disclosure contemplates processor
802 including any suitable number of any suitable internal
registers, where appropriate. Where appropriate, processor
802 may include one or more arithmetic logic units (ALUs);
be a multi-core processor; or include one or more processors
802. Although this disclosure describes and illustrates a par-
ticular processor, this disclosure contemplates any suitable
processor.

In particular embodiments, memory 804 includes main
memory for storing instructions for processor 802 to execute
ordata for processor 802 to operate on. As an example and not
by way of limitation, computer system 800 may load instruc-
tions from storage 806 or another source (such as, for
example, another computer system 800) to memory 804.
Processor 802 may then load the instructions from memory
804 to an internal register or internal cache. To execute the
instructions, processor 802 may retrieve the instructions from
the internal register or internal cache and decode them. Dur-
ing or after execution of the instructions, processor 802 may
write one or more results (which may be intermediate or final
results) to the internal register or internal cache. Processor
802 may then write one or more of those results to memory
804. In particular embodiments, processor 802 executes only
instructions in one or more internal registers or internal
caches or in memory 804 (as opposed to storage 806 or
elsewhere) and operates only on data in one or more internal
registers or internal caches or in memory 804 (as opposed to
storage 806 or elsewhere). One or more memory buses (which
may each include an address bus and a data bus) may couple
processor 802 to memory 804. Bus 812 may include one or
more memory buses, as described below. In particular
embodiments, one or more memory management units
(MMUs) reside between processor 802 and memory 804 and
facilitate accesses to memory 804 requested by processor
802. In particular embodiments, memory 804 includes ran-
dom access memory (RAM). This RAM may be volatile
memory, where appropriate Where appropriate, this RAM
may be dynamic RAM (DRAM) or static RAM (SRAM).
Moreover, where appropriate, this RAM may be single-
ported or multi-ported RAM. The present disclosure contem-
plates any suitable RAM. Memory 804 may include one or
more memories 802, where appropriate. Although this dis-
closure describes and illustrates particular memory, this dis-
closure contemplates any suitable memory.

In particular embodiments, storage 806 includes mass stor-
age for data or instructions. As an example and not by way of
limitation, storage 806 may include an HDD, a floppy disk
drive, flash memory, an optical disc, a magneto-optical disc,
magnetic tape, or a Universal Serial Bus (USB) drive or a
combination of two or more of these. Storage 806 may
include removable or non-removable (or fixed) media, where
appropriate. Storage 806 may be internal or external to com-
puter system 800, where appropriate. In particular embodi-
ments, storage 806 is non-volatile, solid-state memory. In
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particular embodiments, storage 806 includes read-only
memory (ROM). Where appropriate, this ROM may be mask-
programmed ROM, programmable ROM (PROM), erasable
PROM (EPROM), electrically erasable PROM (EEPROM),
electrically alterable ROM (EAROM), or flash memory or a
combination of two or more of these. This disclosure contem-
plates mass storage 806 taking any suitable physical form.
Storage 806 may include one or more storage control units
facilitating communication between processor 802 and stor-
age 806, where appropriate. Where appropriate, storage 806
may include one or more storages 808. Although this disclo-
sure describes and illustrates particular storage, this disclo-
sure contemplates any suitable storage.

In particular embodiments, /O interface 808 includes
hardware, software, or both providing one or more interfaces
for communication between computer system 800 and one or
more 1/O devices. Computer system 800 may include one or
more of these /O devices, where appropriate. One or more of
these I/O devices may enable communication between a per-
son and computer system 800. As an example and not by way
of limitation, an /O device may include a keyboard, keypad,
microphone, monitor, mouse, printer, scanner, speaker, still
camera, stylus, tablet, touch screen, trackball, video camera,
another suitable 1/O device or a combination of two or more
of'these. An I/O device may include one or more sensors. This
disclosure contemplates any suitable I/O devices and any
suitable I/O interfaces 808 for them. Where appropriate, [/O
interface 808 may include one or more device or software
drivers enabling processor 802 to drive one or more of these
1/0 devices. /O interface 808 may include one or more /O
interfaces 808, where appropriate. Although this disclosure
describes and illustrates a particular I/O interface, this disclo-
sure contemplates any suitable 1/O interface.

In particular embodiments, communication interface 810
includes hardware, software, or both providing one or more
interfaces for communication (such as, for example, packet-
based communication) between computer system 800 and
one or more other computer systems 800 or one or more
networks. As an example and not by way of limitation, com-
munication interface 810 may include a network interface
controller (NIC) or network adapter for communicating with
an Ethernet or other wire-based network or a wireless NIC
(WNIC) or wireless adapter for communicating with a wire-
less network, such as a WI-FI network. This disclosure con-
templates any suitable network and any suitable communica-
tion interface 810 for it. As an example and not by way of
limitation, computer system 800 may communicate with an
ad hoc network, a personal area network (PAN), a local area
network (LAN), a wide area network (WAN), a metropolitan
area network (MAN), or one or more portions of the Internet
or a combination of two or more of these. One or more
portions of one or more of these networks may be wired or
wireless. As an example, computer system 800 may commu-
nicate with a wireless PAN (WPAN) (such as, for example, a
BLUETOOTH WPAN), a WI-FI network (such as, for
example, a 802.11a/b/g/n WI-FI network, a 802.11s mesh
network), a WI-MAX network, a cellular telephone network
(such as, for example, a Global System for Mobile Commu-
nications (GSM) network, an Enhanced Data Rates for GSM
Evolution (EDGE) network, a Universal Mobile Telecommu-
nications System (UMTS) network, a Long Term Evolution
(LTE) network), or other suitable wireless network or a com-
bination of two or more of these. Computer system 800 may
include any suitable communication interface 810 for any of
these networks, where appropriate. Communication interface
810 may include one or more communication interfaces 810,
where appropriate. Although this disclosure describes and
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illustrates a particular communication interface, this disclo-
sure contemplates any suitable communication interface.

In particular embodiments, bus 812 includes hardware,
software, or both coupling components of computer system
800 to each other. As an example and not by way of limitation,
bus 812 may include an Accelerated Graphics Port (AGP) or
other graphics bus, an Enhanced Industry Standard Architec-
ture (EISA) bus, a front-side bus (FSB), a HYPERTRANS-
PORT (HT) interconnect, an Industry Standard Architecture
(ISA) bus, an INFINIBAND interconnect, a low-pin-count
(LPC) bus, a memory bus, a Micro Channel Architecture
(MCA) bus, a Peripheral Component Interconnect (PCI) bus,
a PCI-Express (PCI-X) bus, a serial advanced technology
attachment (SATA) bus, a Video Electronics Standards Asso-
ciation local (VLB) bus, a Universal Asynchronous Receiver/
Transmitter (UART) interface, a Inter-Integrated Circuit
(I*C) bus, a Serial Peripheral Interface (SPI) bus, a Secure
Digital (SD) memory interface, a MultiMediaCard (MMC)
memory interface, a Memory Stick (MS) memory interface, a
Secure Digital Input Output (SDIO) interface, a Multi-chan-
nel Buffered Serial Port (McBSP) bus, a Universal Serial Bus
(USB) bus, a General Purpose Memory Controller (GPMC)
bus, a SDRAM Controller (SDRC) bus, a General Purpose
Input/Output (GPIO) bus, a Separate Video (S-Video) bus, a
Display Serial Interface (DSI) bus, a Advanced Microcontrol-
ler Bus Architecture (AMBA) bus, or another suitable bus or
a combination of two or more of these. Bus 812 may include
one or more buses 812, where appropriate. Although this
disclosure describes and illustrates a particular bus, this dis-
closure contemplates any suitable bus or interconnect.

The client-side functionality described above can be
implemented as a series of instructions stored on a computer-
readable storage medium that, when executed, cause a pro-
grammable processor to implement the operations described
above. While the client device 122 may be implemented in a
variety of different hardware and computing systems, FIG. 9
shows a schematic representation of the main components of
an example computing platform of a client or mobile device,
according to various particular embodiments. In particular
embodiments, computing platform 902 may comprise con-
troller 904, memory 906, and input output subsystem 910. In
particular embodiments, controller 904 which may comprise
one or more processors and/or one or more microcontrollers
configured to execute instructions and to carry out operations
associated with a computing platform. In various embodi-
ments, controller 904 may be implemented as a single-chip,
multiple chips and/or other electrical components including
one or more integrated circuits and printed circuit boards.
Controller 904 may optionally contain a cache memory unit
for temporary local storage of instructions, data, or computer
addresses. By way of example, using instructions retrieved
from memory, controller 904 may control the reception and
manipulation of input and output data between components
of computing platform 902. By way of example, controller
904 may include one or more processors or one or more
controllers dedicated for certain processing tasks of comput-
ing platform 902, for example, for 2D/3D graphics process-
ing, image processing, or video processing.

Controller 904 together with a suitable operating system
may operate to execute instructions in the form of computer
code and produce and use data. By way of example and not by
way of limitation, the operating system may be Windows-
based, Mac-based, or Unix or Linux-based, or Symbian-
based, among other suitable operating systems. The operating
system, other computer code and/or data may be physically
stored within memory 906 that is operatively coupled to con-
troller 904.
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Memory 906 may encompass one or more storage media
and generally provide a place to store computer code (e.g.,
software and/or firmware) and data that are used by comput-
ing platform 902. By way of example, memory 906 may
include various tangible computer-readable storage media
including Read-Only Memory (ROM) and/or Random-Ac-
cess Memory (RAM). As is well known in the art, ROM acts
to transfer data and instructions uni-directionally to controller
904, and RAM is used typically to transfer data and instruc-
tions in a bi-directional manner. Memory 906 may also
include one or more fixed storage devices in the form of, by
way of example, hard disk drives (HDDs), solid-state drives
(SSDs), flash-memory cards (e.g., Secured Digital or SD
cards, embedded MultiMediaCard or eMMD cards), among
other suitable forms of memory coupled bi-directionally to
controller 904. Information may also reside on one or more
removable storage media loaded into or installed in comput-
ing platform 902 when needed. By way of example, any of a
number of suitable memory cards (e.g., SD cards) may be
loaded into computing platform 902 on a temporary or per-
manent basis.

Input output subsystem 910 may comprise one or more
input and output devices operably connected to controller
904. For example, input output subsystem may include key-
board, mouse, one or more buttons, thumb wheel, and/or,
display (e.g., liquid crystal display (LCD), light emitting
diode (LED), Interferometric modulator display (IMOD), or
any other suitable display technology). Generally, input
devices are configured to transfer data, commands and
responses from the outside world into computing platform
902. The display is generally configured to display a graphi-
cal user interface (GUI) that provides an easy to use visual
interface between a user of the computing platform 902 and
the operating system or application(s) running on the mobile
device. Generally, the GUI presents programs, files and
operational options with graphical images. During operation,
the user may select and activate various graphical images
displayed on the display in order to initiate functions and
tasks associated therewith. Input output subsystem 910 may
also include touch based devices such as touch pad and touch
screen. A touchpad is an input device including a surface that
detects touch-based inputs of users. Similarly, a touch screen
is a display that detects the presence and location of user
touch inputs. Input output system 910 may also include dual
touch or multi-touch displays or touch pads that can identify
the presence, location and movement of more than one touch
inputs, such as two or three finger touches.

In particular embodiments, computing platform 902 may
additionally comprise audio subsystem 912, camera sub-
system 912, wireless communication subsystem 916, sensor
subsystems 918, and/or wired communication subsystem
920, operably connected to controller 904 to facilitate various
functions of computing platform 902. For example, Audio
subsystem 912, including a speaker, a microphone, and a
codec module configured to process audio signals, can be
utilized to facilitate voice-enabled functions, such as voice
recognition, voice replication, digital recording, and tele-
phony functions. For example, camera subsystem 912,
including an optical sensor (e.g., a charged coupled device
(CCD), or a complementary metal-oxide semiconductor
(CMOS) image sensor), can be utilized to facilitate camera
functions, such as recording photographs and video clips. For
example, wired communication subsystem 920 can include a
Universal Serial Bus (USB) port for file transferring, or a
Ethernet port for connection to a local area network (LAN).

Wireless communication subsystem 916 can be designed
to operate over one or more wireless networks, for example,
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a wireless PAN (WPAN) (such as, for example, a BLUE-
TOOTH WPAN, an infrared PAN), a WI-FI network (such as,
for example, an 802.11a/b/g/n WI-FI network, an 802.11s
mesh network), a WI-MAX network, a cellular telephone
network (such as, for example, a Global System for Mobile
Communications (GSM) network, an Enhanced Data Rates
for GSM Evolution (EDGE) network, a Universal Mobile
Telecommunications System (UMTS) network, and/or a
Long Term Evolution (LTE) network). Additionally, wireless
communication subsystem 916 may include hosting proto-
cols such that computing platform 902 may be configured as
a base station for other wireless devices.

Sensor subsystem 918 may include one or more sensor
devices to provide additional input and facilitate multiple
functionalities of computing platform 902. For example, sen-
sor subsystems 918 may include GPS sensor for location
positioning, altimeter for altitude positioning, motion sensor
for determining orientation of a mobile device, light sensor
for photographing function with camera subsystem 914, tem-
perature sensor for measuring ambient temperature, and/or
biometric sensor for security application (e.g., fingerprint
reader).

In particular embodiments, various components of com-
puting platform 902 may be operably connected together by
one or more buses (including hardware and/or software). As
an example and not by way of limitation, the one or more
buses may include an Accelerated Graphics Port (AGP) or
other graphics bus, an Enhanced Industry Standard Architec-
ture (EISA) bus, a front-side bus (FSB), a HYPERTRANS-
PORT (HT) interconnect, an Industry Standard Architecture
(ISA) bus, an INFINIBAND interconnect, a low-pin-count
(LPC) bus, a memory bus, a Micro Channel Architecture
(MCA) bus, a Peripheral Component Interconnect (PCI) bus,
a PCI-Express (PCI-X) bus, a serial advanced technology
attachment (SATA) bus, a Video Electronics Standards Asso-
ciation local (VLB) bus, a Universal Asynchronous Receiver/
Transmitter (UART) interface, a Inter-Integrated Circuit
(I*C) bus, a Serial Peripheral Interface (SPI) bus, a Secure
Digital (SD) memory interface, a MultiMediaCard (MMC)
memory interface, a Memory Stick (MS) memory interface, a
Secure Digital Input Output (SDIO) interface, a Multi-chan-
nel Buffered Serial Port (McBSP) bus, a Universal Serial Bus
(USB) bus, a General Purpose Memory Controller (GPMC)
bus, a SDRAM Controller (SDRC) bus, a General Purpose
Input/Output (GPIO) bus, a Separate Video (S-Video) bus, a
Display Serial Interface (DSI) bus, an Advanced Microcon-
troller Bus Architecture (AMBA) bus, or another suitable bus
or a combination of two or more of these.

Additionally, computing platform 902 may be powered by
power source 932.

Herein, reference to a computer-readable non-transitory
storage medium may include a semiconductor-based or other
integrated circuit (IC) (such as, for example, a field-program-
mable gate array (FPGA) or an application-specific IC
(ASIC)), ahard disk drive (HDD), a hybrid hard drive (HHD),
an optical disc, an optical disc drive (ODD), a magneto-
optical disc, a magneto-optical drive, a floppy disk, a floppy
disk drive (FDD), magnetic tape, a holographic storage
medium, a solid-state drive (SSD), a RAM-drive, a SECURE
DIGITAL card, a SECURE DIGITAL drive, another suitable
computer-readable non-transitory storage medium, or a suit-
able combination of these, where appropriate. A computer-
readable non-transitory storage medium may be volatile, non-
volatile, or a combination of volatile and non-volatile, where
appropriate.

This disclosure contemplates one or more computer-read-
able storage media implementing any suitable storage. In
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particular embodiments, a computer-readable storage
medium implements one or more portions of processor 802
(such as, for example, one or more internal registers or
caches), one or more portions of memory 804, one or more
portions of storage 606, or a combination of these, where
appropriate. In particular embodiments, a computer-readable
storage medium implements RAM or ROM. In particular
embodiments, a computer-readable storage medium imple-
ments volatile or persistent memory. In particular embodi-
ments, one or more computer-readable storage media
embody software. Herein, reference to software may encom-
pass one or more applications, bytecode, one or more com-
puter programs, one or more executables, one or more
instructions, logic, machine code, one or more scripts, or
source code, and vice versa, where appropriate. In particular
embodiments, software includes one or more application pro-
gramming interfaces (APIs). This disclosure contemplates
any suitable software written or otherwise expressed in any
suitable programming language or combination of program-
ming languages. In particular embodiments, software is
expressed as source code or object code. In particular
embodiments, software is expressed in a higher-level pro-
gramming language, such as, for example, C, Perl, JavaS-
cript, or a suitable extension thereof. In particular embodi-
ments, software is expressed in a lower-level programming
language, such as assembly language (or machine code). In
particular embodiments, software is expressed in JAVA. In
particular embodiments, software is expressed in Hyper Text
Markup Language (HTML), Extensible Markup Language
(XML), or other suitable markup language.

The present disclosure encompasses all changes, substitu-
tions, variations, alterations, and modifications to the
example embodiments herein that a person having ordinary
skill in the art would comprehend. Similarly, where appropri-
ate, the appended claims encompass all changes, substitu-
tions, variations, alterations, and modifications to the
example embodiments herein that a person having ordinary
skill in the art would comprehend.

What is claimed is:
1. A method comprising, by one or more computing sys-
tems:

executing software from a first partition of system
memory;

requesting an over-the-air (OTA) software update from an
endpoint;

receiving a manifest for the OTA update, the manifest
comprising a location from which a payload is to be
downloaded, a hash value of the payload, a manifest
signature, a device unique signature, and a download
policy comprising a download condition for download-
ing the payload;

requesting the payload from the location;

receiving the payload from the location in response to the
download condition being satisfied, wherein the
received payload comprises a plurality of blocks, each
block comprising a data portion and a hash value for the
block;

calculating a first checksum of the payload by running a
cryptographic hash function on the received payload;
and

comparing the hash value of the payload to the first check-
sum of the received payload;

wherein if the hash value of the payload and first checksum
of the received payload match:
writing the received payload to a second partition of

system memory,
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calculating a second checksum of the payload by run-
ning the cryptographic hash function on the payload
written to the second partition;
wherein if the hash value of the payload and the second
checksum of the payload written to the second parti-
tion match:
rebooting the one or more computing systems to the
second partition of system memory;
wherein if the hash value of the payload and the second
checksum of the payload written to the second parti-
tion fail to match:
re-writing the received payload to the second partition
of system memory; and

wherein ifthe hash value of the payload and the first check-

sum of the received payload fail to match, for each of the

plurality of blocks of the received payload:

calculating a block checksum by running the crypto-
graphic hash function on the data portion of the block;
and

comparing a downloaded hash value of the block to the
block checksum;

wherein if the downloaded hash value of the block and
the block checksum fail to match:
identifying the block as a bad block of the payload;

and

re-downloading the bad block of the payload.

2. The method of claim 1, wherein the manifest further
comprises a battery level reboot threshold, and the method
further comprises rebooting the one or more computing sys-
tems to the second partition of system memory in response to
a battery level of the one or more computing systems meeting
the battery level reboot threshold.

3. The method of claim 1, wherein rebooting the one or
more computing systems to the second partition of system
memory comprises:

authenticating the manifest signature with a manifest sig-

nature public key;

authenticating the device unique signature with a device

unique public key; and

failing to boot to the second partition of system memory if

either authentication fails.

4. The method of claim 1, wherein the manifest further
comprises an encrypted serial number, and rebooting the one
or more computing systems to the second partition of system
memory comprises:

decrypting the serial number with a serial number public

key;

comparing the decrypted serial number to a serial number

of the one or more computing systems; and

failing to boot to the second partition of system memory if

the serial number and the decrypted serial number are
not identical.

5. The method of claim 1, wherein rebooting the one or
more computing systems to the second partition of system
memory comprises authenticating a bootloader signature
with a bootloader public key.

6. The method of claim 1, wherein the download condition
comprises a predetermined battery state in which the one or
more computing systems must be in order to download the
payload.

7. The method of claim 1, wherein the download condition
comprises a predetermined time period during which the one
or more computing systems are to download the payload.

8. The method of claim 1, wherein the download condition
comprises a defined state of the one or more computing sys-
tems, and the download condition is satisfied when the one or
more computing systems are in the defined state.
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9. A non-transitory, computer-readable media comprising
instructions operable, when executed by one or more com-
puting systems, to:

execute software from a first partition of system memory;

24

failing to boot to the second partition of system memory if
either authentication fails.
12. The media of claim 9, wherein the manifest further

comprises an encrypted serial number, and rebooting the one

request an over-the-air (OTA) software update from an 5 or more computing systems to the second partition of system

endpoint;

receive a manifest for the OTA update, the manifest com-
prising a location from which a payload is to be down-
loaded, a hash value of the payload, a manifest signature,

a device unique signature, and a download policy com- 10

prising a download condition for downloading the pay-
load;

request the payload from the location;

receive the payload from the location in response to the

download condition being satisfied, wherein the
received payload comprises a plurality of blocks, each
block comprising a data portion and a hash value for the
block;

calculate a first checksum of the payload by running a

cryptographic hash function on the received payload;
and

compare the hash value of the payload to the first checksum

of the received payload;

wherein if the hash value of the payload and first checksum

of the received payload match:
write the received payload to a second partition of sys-
tem memory,
calculate a second checksum of the payload by running
the cryptographic hash function on the payload writ-
ten to the second partition;
wherein if the hash value of the payload and the second
checksum of the payload written to the second parti-
tion match:
reboot the one or more computing systems to the
second partition of system memory;
wherein if the hash value of the payload and the second
checksum of the payload written to the second parti-
tion fail to match:
re-write the received payload to the second partition
of system memory; and

wherein if the hash value of the payload and the first check-

sum of the received payload fail to match, for each of the

plurality of blocks of the received payload:

calculate a block checksum by running the crypto-
graphic hash function on the data portion of the block;
and

compare a downloaded hash value of the block to the
block checksum;

wherein if the downloaded hash value of the block and
the block checksum fail to match:
identify the block as a bad block of the payload; and
re-download the bad block of the payload.

10. The media of claim 9, wherein the manifest comprises
a battery level reboot threshold, and the instructions are fur-
ther operable, when executed by the one or more computing
systems, to reboot the one or more computing systems to the
second partition of system memory in response to a battery
level of the one or more computing systems meeting the
battery level reboot threshold.

11. The media of claim 9, wherein rebooting the one or
more computing systems to the second partition of system
memory comprises:

authenticating the manifest signature with a manifest sig-

nature public key;

authenticating the device unique signature with a device

unique public key; and

memory comprises:

decrypting the serial number with a serial number public
key;

comparing the decrypted serial number to a serial number
of the one or more computing systems; and

failing to boot to the second partition of system memory if
the serial number and the decrypted serial number are
not identical.

13. The media of claim 9, wherein rebooting the one or

more computing systems to the second partition of system
memory comprises authenticating a bootloader signature
with a bootloader public key.

14. The media of claim 9, wherein the download condition

20 comprises a predetermined battery state in which the one or
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more computing systems must be in order to download the
payload.

15. The media of claim 9, wherein the download condition

comprises a predetermined time period during which the one
or more computing systems are to download the payload.

16. The media of claim 9, wherein the download condition

comprises a defined state of the one or more computing sys-
tems, and the download condition is satisfied when the one or
more computing systems are in the defined state.

17. An apparatus comprising:
one or more processors of one or more computing systems;
one or more communication interfaces;
one or more non-transitory, computer-readable media
comprising instructions operable, when executed by the
one or more processors, to:
execute software from a first partition of system memory;
request an over-the-air (OTA) software update from an
endpoint;
receive a manifest for the OTA update, the manifest com-
prising a location from which a payload is to be down-
loaded, a hash value ofthe payload, a manifest signature,
a device unique signature, and a download policy com-
prising a download condition for downloading the pay-
load;
request the payload from the location;
receive the payload from the location in response to the
download condition being satisfied, wherein the
received payload comprises a plurality of blocks, each
block comprising a data portion and a hash value for the
block;
calculate a first checksum of the payload by running a
cryptographic hash function on the received payload;
and
compare the hash value of the payload to the first checksum
of the received payload;
wherein if the hash value of the payload and first checksum
of the received payload match:
write the received payload to a second partition of sys-
tem memory,
calculate a second checksum of the payload by running
the cryptographic hash function on the payload writ-
ten to the second partition;
wherein if the hash value of the payload and the second
checksum of the payload written to the second parti-
tion match:
reboot the one or more computing systems to the
second partition of system memory;
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wherein if the hash value of the payload and the second
checksum of the payload written to the second parti-
tion fail to match:
re-write the received payload to the second partition
of system memory; and

wherein if the hash value of the payload and the first check-

sum of the received payload fail to match, for each of the

plurality of blocks of the received payload:

calculate a block checksum by running the crypto-
graphic hash function on the data portion of the block;
and

compare a downloaded hash value of the block to the
block checksum;

wherein if the downloaded hash value of the block and
the block checksum fail to match:

identify the block as a bad block of the payload; and

re-download the bad block of the payload.

18. The apparatus of claim 17, wherein the manifest further
comprises a battery level reboot threshold, and the instruc-
tions are operable, when executed by the one or more proces-
sors, to reboot the one or more computing systems to the
second partition of system memory in response to a battery
level of the one or more computing systems meeting the
battery level reboot threshold.
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19. The apparatus of claim 17, wherein rebooting the one or
more computing systems to the second partition of system
memory comprises:

authenticating the manifest signature with a manifest sig-

nature public key;

authenticating the device unique signature with a device

unique public key; and

failing to boot to the second partition of system memory if

either authentication fails.

20. The apparatus of claim 17, wherein the manifest further
comprises an encrypted serial number, and rebooting the one
or more computing systems to the second partition of system
memory comprises:

decrypting the serial number with a serial number public

key;

comparing the decrypted serial number to a serial number

of the one or more computing systems; and

failing to boot to the second partition of system memory if

the serial number and the decrypted serial number are
not identical.



